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Office of Technology Assessment (OTA), computer
security responsibilities, 33—34
Off-the-shelf solutions, sourcing strategies, 354
On-the-job training, auditors and, 59—-60
Open Plan software, 316-318
Open-standard I'T governance tools, development of,
171
Open Systems Interconnection (OSI)
administration, 499-500
basic properties, 496-497
distributed computing environment, 498—499
future research issues, 500501
middleware, 500
overview, 489
seven-layer architecture, 498
software for, 500
Operating budget, IT operations, 277
Operating-level agreement (OLA), 433-434
Operating systems, management and review of,
492-494
Operational controls, operations management, 522
Operational planning
governance processes, 206-207
software implementation, procedures and readiness
assessment, 337-338
sourcing feasibility, 356
Operational reviews, computer-assisted audit tools,
119-123
Operational risk losses, enterprise risk management,
186-188
Operations management
auditing of, 522-525
backup management, 522
data center audit program, 519-521
data center reviews, 518—519
data communications controls, 517-518
datafiles and program controls, 513
documentation requirements, 521-522
end-user computing, 522-525
environmental controls, 515-516, 521
operational maturity, 512
output controls, 517
overview, 511
policies and procedures, 512-513, 521-522
process framework, 512
security and access controls, 514, 521
software and data security controls, 521
virtual environment, 536-538
Organizational structure
change management and, 414-418
e-commerce security, 585
enterprise risk management oversight, 184-185
project organization, 321
quality management, 252-254
service management roles and responsibilities, 436
Origination points, change management, 402-403

Output controls
application controls and maintenance, 390-391
operations management, 517
Outsourcing of systems
service desk support, 452-453
strategies for, 355-357
third party service management, 444445
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Packaged systems, for sourcing strategies, 355
Parallel simulation, computer-assisted audit techniques,
120
Partitioned network firewalls, internet security, 593
Password crackers, internet security, 562
Payment Card Industry Data Security Standard (PCI
DSS), wireless security and, 575
Peak consumption, service measurement using, 441
Performance counseling, IT auditors, 133
Performance evaluation
governance responsibilities and, 182-183
intranets and, 546
IT auditors, 132-133
measurement techniques, 191-194
network installation and operation, 537
open systems interconnection administration, 499
operations management, end-user computing
effectiveness, 524-525
Perimeter security solutions, 590
Permanence, database management systems
transactions, 504—506
Permanent injunctions, computer-related crimes, 31
Personal accounts, internet use and, 548—549
Personal information, privacy issues concerning, 12-13
Personal risk, insurance and, 236
Pertinence, IT audit quality evaluation, 141
Physical security
holes in, 568-569
LAN security issues, 550-551
operations management, 514
controls management, 521
wireless local area networks, 552, 577
“Ping of Death,” internet security, 565
Planning and tracking of audit projects
auditor’s involvement in, 320-321
audit productivity tools, 102-103
best practices in, 143-144
IT auditing, 77-78
IT processes for, 203204
management participation in, 221-222
operations management, end-user computing,
523-525
organizational structure and, 252-254
project management and, 306-307
auditor’s responsibilities, 312



research and, 144145
security continuity and, 482
software development and implementation, 341
strategic planning process, 204-205
systems development life cycle (SDLC), 318-319
tracking and oversight process, 307-308
Planning memo, audit management and, 145-146
Policies and procedures
change management and revisions to, 411-412
information security policy, 475-476
operations management, 512-513
documentation, 521-522
end-user computing procedures and objectives,
524
quality management and, 265-267
security management, 589-590
service desk management, 459-460
Political risks, uninsurability of, 236
Portable Operating System Interface (POSIX), 498
Portfolio management, 207
Postaudit checklist, audit planning and, 222
Postimplementation phase, software development, 344
change management and, 416
Power surges, operations management, 515-516
Preaudit checklist, audit planning and, 221
Predetermined control totals, defined, 113
Preliminary injunctions, computer-related crimes, 31
Preliminary review, in audit process, 81-82
Pretty Good Privacy (PGP) tools, development of,
34-35
Preventive maintenance
application software, 392-394
database management systems transactions,
504-506
Prices and pricing
arm’s length principle, 282
consumption measurements, 287
cost identification and allocation, 278-281
integral services, 283-284
model development, 279-281
model implementation, 285-286
model maintenance, 286287
nonintegral services, 283-285
project pricing, 275-276
service design and pricing, 434—435
transfer pricing, 281
Print management, open systems interconnection
administration, 499
Privacy. See also Confidentiality
audits and, 15-16
bibliographic resources on, 637-638
federal legislation concerning, 13-15, 38—42
internet use and, 12-13, 35-36
legal issues concerning, 10
Privacy Act of 1974, 13-14
Private branch exchanges (PBXs), business reliance on, 8
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Private industry, future IT auditing opportunities in,
169-170
Problem identification and management
audit planning and, 80
enterprise risk management, 185
open systems interconnection administration, 499
problem duplication, 463
problem reassignment, 463
service desk and
auditing of, 454
audit software development, 454-458
basic principles of, 449
case study of, 462-463
end-user support structures, 452
escalation issues, 460
functions of, 451-454
incident management, 458—461
knowledge measurement, 453
outsourcing, 452453
process framework, 449-450
purpose of, 438
reporting, 453
root cause analysis, 460
severity assessment, 460
tools for, 453—454
training programs, 450—451
service management and, 438
software implementation and, 335
Procedures. See Policies and procedures
Process framework
application controls and maintenance, 375
incomplete processing, 378
change management, 399-400
financial management, 273-274
operations management, 511-512
program management, 302-303
project management, 302-305
quality management and, 265-267
security continuity, 467—-468
service desk and problem management, 449—450
service management, 429
software development and implementation,
325-327, 333-336
sourcing strategies, 351-352
standardization of, 291
system management, 489—490
Processing controls, application controls and
maintenance, 388
Process review, project management, 312-313
Procurement, sourcing strategies and, 359360
Product defects, quality management and detection of,
260-262
Production risks, uninsurability of, 236
Professional development
auditors’ programs for, 59—60
bibliographic resources, 633—635
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Professional development (contd.)
code of ethics and professional standards, 160
current and future trends in, 163-169
enterprise risk management, 190
of IT auditing, 159
for IT auditors, 134—136
Profit-oriented pricing, 280
Programming controls
operations management, 513
web programming language risks, 595-596
Program/project evaluation and review technique
(PERT), project management and, 309
Project deliverables, project management and, 305-306
Project initiation, strategies for, 208
Project management
auditor’s role in, 309-314
audit planning, 312
communication responsibilities, 314
process review, 312-313
risk assessment, 312—-313
body of knowledge, 304309
enterprise resource planning, 608—609
framework for, 304—-305
organizational structures, 321
overview, 301-302
planning objectives, 306307
processes, 302-304
recommendations and guidelines, 314
resource management, 305-306
systems development life cycle, 318-319
telecom project example, 314-318
software tools, 316318
user resistance and involvement, 315-316
tools, 307, 309-310, 316-318
tracking and oversight, 307-308
Project management life cycle (PMLC), basic principles,
303-304
Project methodology, enterprise resource planning, 609
Project pricing, IT financial management, 275-276
Property risks, insurance and, 236
Proposal evaluations, sourcing strategies, 358-359
Protective clauses, sourcing contracts, 362—-364
Protocols, wide area networks (WANs), 540
analyzers, 543
Prototype development
software programs, 327
sourcing strategies and, 353
acquisition and implementation methodologies,
368-369
audit involvement, 369-370
available solutions and, 368
existing information and system architecture
conformance, 367-368
feasibility studies, 366-367
functionality, operational, acceptance, and
maintenance requirements, 367

security and control requirements, 368
supplier requirements and viability, 369
user involvement and buy-in, 369
Proxy servers (PS), network security, 570
Pseudofirewall, web security and, 594-595
Public Access Networks Corporation (Panix.com),
internet security, 566-568
Public accounting, future IT auditing opportunities
in, 169
Public Company Accounting Oversight Board
independent auditing requirements, 57-58
Sarbanes-Oxley Act of 2002 provisions concerning,
27-30
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Quality Assurance Institute, 634

Quality management
auditing policies and procedures, 267268
basic principles, 256-257
bibliographic resources on, 638—639
corrective action request, 728—730
ISO 9000 standards, 259-262
IT audits, 136-141
IT processes, 252-254
management responsibilities, 254
maturity correlation with, 259-260
organizational structure, 252-254
process framework, 265-267
resource management, 255-256
separation of duties, 255
standards, 257-265
user responsibilities, 254-255

Query and analysis software, overview of, 117

R

Random attribute sampling, 115-116
Rapid application development (RAD)
software programs, 327
sourcing strategies and, 353
Reckless destructive trespass
Computer Abuse Amendments Act provisions,
25-26
Computer Fraud and Abuse Act provisions on,
24-25
Recommendations
follow-up of, 94
GAO’s Status of Open Recommendation Support
System, 94-96
IT audit analysis, 93
software development, 344345



Reconciliation, application controls and maintenance,
390-391
Record counts, control of, 112-113
Recovery procedures
database management systems recovery, 503-506
data warehousing, enterprise resource planning,
610-611
security continuity and, 480—481
service desk management, 458
tests and drills, 483
written recovery plans, 483
Redundant systems, application controls and
maintenance, 381
Reexamination, in IT audit analysis, 91-92
Regulatory issues
enterprise risk management, 186-188
internal controls, 191
IT financial management, 283287
technology risk management program, 215-221
Relational data model, 502
Relationship management, service management and,
436-437
Remote access
application controls and maintenance, 377
computer-based workforce management, 104
Reports
evaluation of, 113
service desk management and, 453, 459
problem reporting, 461
software implementation and, 335
Request for bid (RFB), sourcing strategies, 357
Request for information (RFI), sourcing strategies, 357
Request for proposal (RFP), sourcing strategies,
357-358
Requirements document, sourcing strategies and, 354
Research, IT audit planning and, 144-145
Resistance to change, technology risk management and,
218-221
Resource management
application controls and maintenance, inefficiencies
in, 380-381
audit productivity tools, 104
project management and, 305-306
quality control and, 255-256
Retention periods, application controls and
maintenance, 391
Return on investments (ROI) security, 475
Review points, change management, 404—405
Ring topology, wide area networks (WANs), 542
Risk assessment
application controls and maintenance, 375-379
communications system failure, 378
duplicate transaction processing, 378
electronic data interchange risks, 384-386
end user application risks, 379-384

end user misuse, 378
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erroneous/falsified data input, 377
inadequate support, 379
inadequate testing, 378
inadequate training, 378-379
incomplete processing, 378
information inaccuracy, 377
insufficient documentation, 379
maintenance procedures, 394
security weakness, 376-377
unauthorized data/program access or changes,
377
unauthorized remote access, 377
untimely processing, 378
application of, 230
bibliographic resources on, 639
castellan approach to, 228-229
critical categories, 233
e-commerce, 598-599
enterprise resource planning, 606—-607
enterprise risk management, 183-190
best practices, 189
business risks, 186
corporate governance, 188—189
future trends in, 189-190
market factors, 188
organizational oversight, 184-185
problem identification and magnitude, 186
regulatory issues, 186-188
guidance resources, 239-246
identification of, 231-232
important categories, 233
internal controls and, 220
IT audit management, 76-77, 146148
IT insurance, 235-239
coverage determination, 237-239
IT process for, 227
priorities assessment and, 482
project management and, 312-313
reduction and retention of risk, 238-239
risk management, I'T techniques for, 227-235
security threats, 469—-472
software development and implementation,
340-341
sourcing strategies, 356
technology risk management regulations,
213-221
tools and techniques, 232
unimportant categories, 233
virtual environment, 534
web applications, 586-587
Risk Assessment and Communications Act of 1997,
provisions of, 41
Root cause analysis, service desk problem management,
460
Routers, wide area networks (WANSs), 540
Run-to-run totals, defined, 113
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Sample audit review file (SARF), 114-115
computer-assisted audit techniques, 120
Sampling, audit tools for, 114-116
SAP solutions, data warehousing, enterprise resource
planning, 611-612
Sarbanes-Oxley Act of 2002
auditing independence provisions, 49-50
auditing standards and, 48—49
civil and criminal penalties in, 31-33
computer-based auditing standards, 53
computer crime and, 23
criminal intent provisions, 29-30
financial integrity provisions, 10-11
impact on IT auditing of, 156-157
independent auditing requirements, 57-58
information technology auditing and, 48
internal controls compliance, 191
management responsibilities in, 196
penalties and requirements in, 30
provisions of, 26-30
SATAN security tool, 563
Scalability, intranets, 546
Scanners, internet security, 562-563
Scenario analysis, enterprise risk management, 189-190
Scope of audit
change management, 414
development of, 79
operations management, end-user computing, 523
problem management and, 462
Scope-of-service restrictions, financial integrity
provisions, 10—11
Scoring techniques, risk assessment using, 232
Security
application controls and maintenance, risk
assessment, 376-377
architecture for, 475
audits and, 15-16
bibliographic resources on, 635
case studies in, 625—626
cyberspace security, national strategy for, 36-37
data warehousing, enterprise resource planning,
611-612, 614
e-commerce
awareness assessment, 597-598
planning and control issues, 584-586
risk assessment, 598-599
strategies and structures, 583
tools and technologies, 587-596
federal requirements on, 11-12
LAN security issues, 550-551
legal issues concerning, 10
open systems interconnection administration,
499-500

operations management

administration, auditing of, 520-521
physical security and access controls, 514
software and data security controls, 521

risk assessment and management and, 228-229

service desk management, 457-458
service management and, 439

contingency and disaster recovery planning,

480-481
controls for, 474—-476
disaster recovery planning, 482—483
identity management, 479-480
incident management, 480
information classification, 477-480

information custodian responsibilities, 476-477

information owners’ responsibilities, 476

information systems, 468—469

monitoring systems, 480

planning/testing/maintenance, 482

process framework, 467-468

risk assessment/priorities, 482

standards, 472—474

third-party responsibilities, 477

threat management, 478

threats and risk assessment, 469472

trust management, 478—479

user responsibilities, 477

vulnerability management, 478
software implementation, 338-339
virtual security, 573-577

auditing, security and professional guidelines,

568-569

interconnected systems and e-commerce,
559-560

internet and, 560-561

intranet/extranet security, 569-573

IP spoofing, 567-568

overview, 559

TCP/IP holes, exploitation of, 566-568

tools for, 561-566

wireless local area networks (WLANS), 551-552

Security and Exchange Commission (SEC)
computer-based auditing standards, 53
financial integrity oversight, 10-11

Sarbanes-Oxley Act of 2002 provisions concerning,

29-30
Segregation of duties, application controls and
maintenance, 381-382
Seizure of property
in computer—related crimes, 31

Electronic Communications Privacy Act provisions

concerning, 39-40
Selection process, sourcing strategies, 357
proposal evaluation, 358—359
Seminars, auditor training and, 59-60

Senior management partners, I'T auditors as, 64—65,

172-173



Separation of duties, 255
Sequence number attacks, 567-568
Serialization, database management systems
transactions, 504—506
Server architecture, 212
Service desk
auditing of, 454
audit software development, 454458
basic principles of, 449
case study of, 462-463
end-user support structures, 452
functions of, 451-454
improvement programs, 460
incident and problem management, 458—-461
knowledge measurement, 453
outsourcing, 452—453
process framework, 449—450
purpose of, 438
reporting, 453
tools for, 453—454
training programs, 450-451
Service-level agreements (SLAs)
classification and principles of, 432-434
industry guidelines for, 430-431
relationship management and, 436-437
review and management of, 431-432
Service management
benchmarking, 443
change management and, 438
communication, 439
customer satisfaction surveys, 442443
delivery of services, 436—440
design and pricing, 434-435
engagement of services, 436
evolution of, 443—444
financial management, 437
implementation of, 431
information technology, services definitions, 432
IT infrastructure library, 429-430
IT roles and responsibilities, 436
measurement of, 440—442
monitoring, 439-440
problem management, 438—439
process framework, 429
relationship management and, 436-437
review services and requirements, 431-432
security administration, 439
security and service continuity
contingency and disaster recovery planning,
480-481
controls for, 474—476
disaster recovery planning, 482483
identity management, 479-480
incident management, 480
information classification, 477—480
information custodian responsibilities, 476-477
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information owners’ responsibilities, 476
information systems, 468—469
monitoring systems, 480
planning/testing/maintenance, 482
process framework, 467-468
risk assessment/priorities, 482
standards, 472—474
third-party responsibilities, 477
threat management, 478
threats and risk assessment, 469—472
trust management, 478-479
user responsibilities, 477
vulnerability management, 478
service desk, 438
service-level agreements, 432-434
standards for, 445-446
supplier management, 437
third parties and, 444445
tools for, 442
wide area networks (WANs), 540-541
Service pricing of IT
cost identification and allocation, 278-281
demand management and, 291
government guidelines for, 283
Seven-layer OSI architecture, 498
Severity assessment, service desk problem management,
460
Shared, real-time information, enterprise resource
planning, 606
Shared services organizations, quality management,
253-254
Site control and management, LAN security issues,
550-551
Site coordinator, service desk management and, 459
Skills assessment, IT auditors, 131-132
“Slammer” virus, 566
Snapshot, computer-assisted audit techniques, 121
Sniffers, internet security, 564
“SoBig.F” virus, 566
Society for Information Management, professional
standards, 660
Software acquisition
auditing responsibilities, 365-366
contract and licensing issues, 361
procurement management, 359-360
sourcing strategies for, 352-353
Software and Information Industry Association (SIIA),
software distribution guidelines, 412-413
Software configuration management (SCM), change
control and, 406—407, 409-410
Software development
analysis phase of, 330, 342
application controls, 344
auditor’s role in, 339-340
audit planning, 341
audit report on, 345
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Software development (contd.)
change controls, 344
vulnerabilities in, 405-406
communication procedures, 344
construction phase, 330, 343
controls review, 341-342
design phase, 330, 342-343
disaster/continuity planning, 338
documentation, 332, 343
end-user development, 327-328
implementation, 332, 343
conversion process, 332
process for, 333-336
strategy for, 332
1SO 9000 standards, 260262
IT processes, 325-327
life cycle, 342-345
application software, 392
management reports and controls, 335
phases of, 329-333
planning phase, 329-330
postimplementation phase, 344
problem management/reporting, 335
prototypes and rapid application development,
327
recommendations, 344-345
risk assessment, 340-341
security issues, 338—-339
service desk management, 454—455
support system, 333
data conversion and correction, 337
help desk and production support training and
readiness, 336-337
operational procedures and, 337-338
system documentation, 331-332
system testing, 334
testing phase, 330-331, 343
traditional information software, 328—-333
training, 332-333
user acceptance testing, 335-336
user processes and procedures, 334-335
Software distribution
change management and, 412-413
open systems interconnection administration, 499
Software Engineering Institute (SEI)
Capability Maturity Model Integration, 257-260
internet security, 560-561
software acquisition resources and, 370
Software piracy, statistics on, 24
Software programs
audit documentation and presentation, 103
barriers to user adoption, 219-221
commercial-off-the-shelf vs. custom products, 319
generalized audit software, 116-117
management of, 287-291

open systems interconnection, 500
operations management
backup management, 522
operating systems, auditing of, 520
security controls, 521
for project management, 316-318
security holes, 568-569
service desk management and, 453—454
system management, 490
access controls for, 495-496
change management for, 496
operating systems, 493—494
reliance on, 494—495
technology risk management, 218-221
wide area network management, 543544
Software release policy, change management and, 412
Sourcing strategies
auditor’s responsibilities, 365, 369-370
audit software acquisitions, 365-366
available solutions options, 368
conformance requirements, existing informant and
system architectures, 367-368
contracted development, 355
contract issues, 362—-364
ergonomic requirements, 357
feasibility analysis, 356, 368—369
functional, operational, acceptance, and
maintenance requirements, 367
IT process framework, 351-352
off-the-shelf solutions, 354
purchased package systems, 354
outsourcing of systems, 355-357
procurement and supplier management, 359-361
proposal evaluations, 358-359
prototype development, 353, 366-370
rapid application development, 353
related acquisitions, 368-369
request for bid, 357
request for information, 357
request for proposal, 357-358
requirements document, 354
risk assessment, 356
security and control requirements, 368
selection process, 357
software acquisition process, 352-353
supplier management, 359-361, 364-365
supplier requirements and viability, 369
support and assistance resources, 370
user involvement and buy-in, 369
Spreadsheet controls, computer-assisted audit tools for,
118
Spread-spectrum technology, wireless local area
networks (WLANS), 551-552
Staff mentoring, IT audit management, 148
Standardization, enterprise resource planning, 606



Standards. See also Best practices
American Institute of Certified Public Accountants,
641-646
Association for Computing Machinery, 666—669
Association of Information Technology
Professionals, 660—661
Canadian Institute of Chartered Accountants, 650,
654—-656
GAIT methodology, 245
Government Accountability Office, 674
IEEE 802.11 standard
robust security network standard, 577-578
wireless security, 573-577, 576
ITA Performance Standard 2110, 245
Information Systems Audit and Control Association,
647, 650-654
Information System Security Association, 657, 659
Institute of Chartered Accountants in Australia,
669-670
Institute of Internal Auditors, 642, 647—650
International Federation for Information Processing,
661-666
International Federation of Accountants, 657—659
International Organization of Supreme Audit
Institutions, 675
International Standards for the Professional Practice
of Internal Auditing, 647
IT audit analysis, 91
IT auditors, 57
National Institute of Standards and Technology,
670-674
open systems interconnection, 497-498
quality management, 257-265
risk assessment, 239-246
AICPA standards, 244
COSO standards, 245-246
GAO standards, 240243
ITA standards, 245
ISACA standards, 244-245
NIST standards, 240-242
security continuity, 472474
service desk policies, 458
service management, 445—-446
Society of Information Management, 660
technology risk management program, 214221
technology standards, 213-221
wireless local area networks (WLANS), 538
Stanford University network (SUNET), 317-318
Star topology, wide area networks (WANGs), 541
Statements on Auditing Standards (SAS)
audit process guidelines, 81
risk assessment guidelines, 244
Static electricity, operations management, 515-516
Station authentication, wireless local area networks, 552
security issues, 576577
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Statistical sampling, audit tools for, 114-115
Statistical tools, wide area network management,
544
Steve Jackson Games Inc. v. U.S. Secret Service, 39—40
Strategic planning
architecture for, 209-211
e-commerce security, 584
for IT audits, 204-205
software implementation, 332
sourcing in alignment with, 366
technology risk management program, 215-221
Strategies, for IT audits, 203-204
Substantitve testing, of IT audit procedures, 89
Supermarket scanners, identity theft and, 36
Supplier management
service-level agreements, 434, 437
sourcing strategies and, 359-360, 364-365
contract issues, 362—364
Support systems
application controls and maintenance, inadequate
support, 379
service desk
auditing of, 454
audit software development, 454458
basic principles of, 449
case study of, 462-463
end-user support structures, 452
functions of, 451-454
incident and problem management, 458—461
knowledge measurement, 453
outsourcing, 452453
process framework, 449450
purpose of, 438
reporting, 453
tools for, 453—454
training programs, 450-451
service management and, security continuity,
467-468
software implementation, 333
support training and readiness, 336-339
syn_flooder attack, internet security, 566-568
System management
application controls and maintenance
incompatibility issues, 381
incomplete system analysis, 382
redundancy issues, 381
applications and systems programmers, 506
control and review, computer-assisted audit
techniques, 120
database management systems, 501-503
combined technologies, 502-503
distributed databases, 503
hierarchical data model, 501
network data model, 502
object-oriented model, 502
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System management (contd.)
recovery auditing, 503-506
relational data model, 502
end users, 507
recovery operations, 506
label checking, 490-491
library protection, 491
maintenance, 491-492
audit programs for, 723-724
memory protection, 491
open systems interconnection model, 496-501
administration, 499-500
distributed computing environment, 498—499
future research issues, 500-501
interconnection, 498
middleware requirements, 500
seven layers model, 498
software requirements, 500
standards, 498—499
operating systems review, 492—494
overview, 489-490
process framework, 490
recovery systems
auditing of, 503
database administrator, 506
failure analysis, 505-506
importance of, 504-505
process for, 504
transaction properties, 504-505
user interface, 506
software acquisition and, 352-353
software programs for, 490
access controls for, 495-496
auditing of, 520
change management for, 496
classification and applications, 493-494
open systems integration, 500
reliance on, 494-495
testing, software implementation, 334
validation, computer tools for, 116
web designers and developers, 507
Systems development, IT audit procedures, 87
Systems Development Life Cycle (SDLC)
application software, 392
change management and, 416-418
current I'T auditing trends and, 157
establishment of, 320
project management and, 304-305
project planning and control, 318-319
service desk management, 455-458
software development, 328-329, 342-345
task sheets, 309-310
Systems Network Architecture (SNA), wide area
networks (WANs), 540
Systems programming, database management system
programming, 506

T

Task sheets, project management and, 309-310
Tax laws, risk management and, 234
Technical review
e-commerce security, 585-586
sourcing feasibility, 356
strategies and process for, 208-209
Technology acquisition, final acceptance plan, 361
Technology failures
business impact of, 6-8
technology risk management program and, 218-221
Technology implementation, project management for,
314-318
Technology refreshment and update, IT asset
management, 290
Technology risk management (TRM)
overview, 213
regulations, 213-221
Techno-trespass, statistics on, 22-23
Techno-vandalism, statistics on, 22-23
Telecommunications
IT audit procedures and, 87
technology failures and, 6-8
Telephone fraud, protective legislation against, 25-26
Temporal Key Integrity Protocol (TKIP), wireless
security, 574
Test data, computer-assisted audit techniques, 120
Testing operations
application controls and maintenance, inadequate
testing, 378
disaster recovery planning, 483
operations management, end-user computing
effectiveness, 525
security continuity and, 482
software development, 330-331, 343
system testing, 334
A e Open Group Architecture Framework (TOGAF),
211
A ird party service management, 444445
security responsibilities, 477
A re at assessment
security management and, 478
security risks, 469-472
A roughput management, network installation and
operation, 537
Top-down risk assessment, enterprise risk management,
189
Total quality management (TQM), IT audits, 136-141
Trade Secrecy and Protection Act, 37
Traffic management, network installation and
operation, 537
Training programs
application controls and maintenance, inadequate
training, 378-379

current and future trends in, 161-169



drill procedures, disaster recovery planning, 483
enterprise resource planning, 609
IT auditors, 133-134
operations management, 522
service desk and problem management, 450-451
software implementation, 332-333
help desk and support training and readiness,
336-339
Transaction Group Type (TGT), internet security, 562
Transaction processing
computer-assisted audit techniques, 121
database management systems recovery, 504-506
Transfer pricing, IT financial management, 281
Transmission Control Protocol/Internet Protocol
(TCP/1P)
internet security and holes in, 566-568
intranet components, 545
open systems interconnection model, 497-498
scanner security, 562-563
wide area networks (WANs), 540
Treasury Department (U.S.), IT financial management
guidelines, 283-287
Trojan horse, internet security, 563
Trust management, security continuity and, 478—479
Turnaround documents, control of, 112—-113
TurnOver™ software, 413
Two-tiered financial planning model, for IT investment,

276-277

U

Unauthorized data/program access, application controls
and maintenance, 377, 382
Undergraduate auditing programs, current and future
trends in, 163-169
UNIX operating system
open systems interconnection, 500
scanner security, 561-562
Untimely processing, application controls and
maintenance, 378
UpYours 3.00, internet security, 564-565
U.S. News & World Report, 1213
User acceptance testing, software implementation and,
335-336
User adoption barriers
project implementation and, 315-316
technology risk management and, 219-221
User supports. See also End-user development (EUD)
application controls and maintenance, 387
database management systems, 506
LAN user authentication, 550
quality controls and, 254-255
security responsibilities, 477
service desk, 451-454

software implementation, 334-335

Index m 767

\%

Validation
application controls and maintenance, accuracy
assessment, 387-388
of IT auditing procedures, 8889
Variable sampling techniques, 116
Variances, in I'T budgets, 277-278
Vendor packages, software development, 328
Verification, IT audit analysis, 92
Virtual commerce, electronic payment systems, 9-10
Virtual environment
control and risk assessment, 536
intranet
benefits and obstacles, 545-546
commercial gateways and services, 549
current trends in, 546—548
definition and components, 544-545
future of, 549-550
personal accounts, 548—549
LAN security issues, 550-554
national information infrastructure, 553-554
network control issues, 552—553
network installation and operation, 536-538
network monitoring tools, 542-544
network topology, 533535
overview, 533-536
physical security, 552
spread-spectrum technology, 551
station authentication, 552
wide area networks, 538542
wired vs. wireless technologies, 550-551
Virtual private network (VPN), classification of, 539
Virtual security
auditing, security and professional guidelines,
568-569
interconnected systems and e-commerce, 559-560
internet and, 560-561
intranet/extranet security, 569-573
network protection technology, 570-572
network security products, 572-573
IP spoofing, 567-568
overview, 559
TCP/IP holes, exploitation of, 566-568
tools for, 561-566
denial-of-service attacks, 565
destructive devices, 564-566
e-mail bombs and worms, 564-565
password crackers, 562
scanners, 561-562
sniffers, 563-564
Trojan horse program, 563
viruses, 565-566
wireless technology, 573-577
audit and security checkpoints, 576
identity theft, 574-575
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Virtual security (contd.)
IEEE 802.11i robust security standard, 576-577
physical security, 576
station authentication, 576
Virus protection software
application controls and maintenance, 383-384
internet security, 565-566
threat management and, 478
Voter registration, identity theft and, 36
Vulnerability management
change management and control, 405-406
security systems, 478

W

Web applications
copyright law, 37-38
designers and developers, database management
systems, 507
programming language risks, 595-596
security risks, 586-588
bibliographic resources on, 636637
security solutions, 594-596
Webmetrics
as audit tool, 124
computer-assisted audit techniques, 123-124
risk assessment guidelines, 240-242
Wide area networks (WAN5s)
access methods, 539
application controls and maintenance, end-user
computing risks, 379-380
connective devices, 539-540
elements of, 539-542
installation and operation, 537-538
management systems, 541
network services, 540-541

protocols, 540
topologies, 541-542
Wi-Fi Protected Access (WPA), security issues, 574
Wi-Fi security, future issues, 577
Wired equivalent privacy (WEP)
security issues, 574
spread-spectrum technology, 551-552
Wired technologies, local area networks, 550-551
Wireless local area networks (WLANS)
centralized vs. distributed systems, 538-539
control and risk issues, 536
installation and operation, 537-538
national information infrastructure, 553-554
network management control, 552-553
physical security, 552
security of, 551, 573-577
spread-spectrum technology, 551
standards for, 538
station authentication, 552
Wireless personal area networks, security of, 573-577
Wireless technology
local area networks, 550-551
security issues, 573-577
Wireless wide area networks (WWANTS), security issues,
573-577
Workflow, for auditing process, 81-82
Working papers, IT audit analysis, 93-94
Work plan, project management and development of,
319
Worms, internet security, 564—565
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X/Open Company, open systems interconnection
survey, 497-498
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